
PRODUCT BRIEF

SECURE, MANAGED DELIVERY 
OF DATA

• Future proof

• Lone Worker support

• Fully audited and managed data 
   delivery

• Secure data cannot be intercepted 
   and read

• We partner with you, now and the 
   future

Active Network Management 

MANAGED NETWORK

In order to build a resilient, flexible and secure Mobile Workforce 
Management solution, you need a robust end to end network.  
Building this network yourself contains hidden costs, for example 
you will have to coordinate different suppliers such as mobile and 
fixed line operators and new capital equipment and software will be 
required to build the supporting network infrastructure.

Cognito® manages those worries for you.  As a solutions provider 
with nearly 20 years experience and over 150 successful deployments, 
we are used to solving the challenges involved in building the 
mixed communications infrastructure required to deliver world-
class connectivity and communications.  We can select the best 
combination of fixed and mobile communications, including WiFi to 
connect your offices, depots and mobile workforce with a reliable and 
cost effective managed communications infrastructure.

Partnering with Cognito gives you connectivity that’s non-invasive to 
your existing network.  By allowing us to deliver and manage your 
communications needs, you get new functionality with a minimal 
investment in hardware or training, allowing you to rapidly deliver 
benefits to the business with your existing IT resources.

REAL-TIME DATA

Cognito’s end-to-end managed communication solutions, coupled 
with software timers in its client applications enable robust Lone 
Worker solutions.  Knowing, not hoping, that when packets are sent 
that they are received is a key factor in making central decisions about 
whether to mobilise support to isolated workers, fulfilling Health and 
Safety obligations.

SECURITY

Security is embedded into the Cognito Mobile Workforce 
Management solution. 
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“Cognito demonstrated a 
high level of understanding 
of the complexities 
involved in providing a 
resilient Mobile Workforce 
Management solution. It

• Integrated security including user validation and password   
 authentication to secure the physical device

• Automated, hidden security, including SIM card and Hardware 
 ID pairing, solution logon and rolling encrypted password   
 authentication, secures all data transactions
• Packet encryption to protect data in motion across public   
 networks

OPTIMISED COMMUNICATION MANAGEMENT

Cognito’s resilient and audited communications architecture offers:

• Positive acknowledgement of all data transmissions at each stage  
 of transfer providing real-time visibility of transaction status and  
 complete history 

• Guaranteed data delivery stores data until the device, network  
 or back office system is available, ensuring that data is delivered  
 regardless of coverage or system issues

• Managed connection provides a secure environment or “closed  
 user” group with maximum resilience

• Built in client software timers supporting Lone Worker applications

• Internet access through the corporate firewall, offering access  
 control and session, volume and time limits to fulfil company   
 obligations regarding business-only use

• Configurable store of large data files such as photographs for later  
 upload via a cradle or WiFi connection to minimise GPRS data  
 costs.
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